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Jeevandeep ShaikshanikSanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR,DIST-THANE, STATE-MAHARASHTRA

Short term course- EITHCAL HACKING

Board of studies-

| Sr.No Designation Name of the person
1 Chairman Shri. RavinrdaGhodvinde
2 Principal Prof .K.R. Kalkate (Head of Marathi Dept.)
3 member ASST.PROF. Mrs.PUSHPA RAMNATH SABALE(Head
of IT Department)
4 member | ASST.PROF. Mrs. MITALI M. CHOUDHARI

Minutes of meeting

Board of Studies meeting of the Short Term Course / Certificate in ETHCAL HACKING
was conducted on .3.01.2022 to 20.01.2022 at 12.00 pm in the offline meeting in meeting
room .Above members were present in the meeting .

Following Points are discussed in this meeting.
1. Syllabus formation of ETHICAL HACKING short term course.

2. Dissemination of work.

3. Fee structure

Whardi, \’\\

4. Encouragement of Student ™ r*k ha K‘Uf *o \'l

Place: TSSP College Khardi

Date:




JeevandeepShaikshanikSanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR, DIST-THANE, STATE-MAHARASHTRA

Department of Information Technology.

Short term course-ETHICAL HACKING

Date- 10.12.2021

Student Notice

All the BSc.Information Technology students are informed that the
Short Term course “ETHICAL HACKING” will be commenced form
Date .03.01.2022.There for all the Student have to present for theory

Lecture and practical’s as per giving schedule.
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A\ Principal .
L1 Jeevandeep Shaikshanik Sanstha Poi’s

Art's, Commerce & Science College ¥hardi

Khardi, Tal. Shahaput, Dist. Thane 421 601.




ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI

JeevandeepShaikshanikSanstha's

TALUKA - SHAHAPUR, DIST-THANE,STATE-MAHARASHTRA

Department of Information Technology.

Short term course- ETHICAL HACKING

Time Table 2021-22

Time Monday Tuesday Wednesday Thursday Friday Saturday
12.00to lecture lecture lecture Practical Practical Practical
2.00
Faculty.

1. ASST.PROF. Mrs PUSHPA RAMNATH SABALE (Head of IT Department)
2. ASST.PROF. Mrs. MITALI M. CHOUDHARI




Short term /Certificate Course in Ethical Hacking

Introduction:
This course is meant for the candidates who aspire to
become a computational physicist and web designer for this

students this course is a foundation course.

1.Course Objectives:

Students will learn

D 1. Understand security concepts, the importance of gathering data, footprinting, and system (T
hacking.

2. Learn how intruders gain higher levels of access.
3. Explore web application security flaws and how attackers exploit them.
4. Understand how cybercriminals exploit security vulnerabilities.

5. Recognize how regular users can fall victim to cyber attacks by clicking on malicious links.

Details about Structure\Pattern of Syllabus:

Title of the course:Short Term Course in Ethical Hacking .

Course Code: ‘
Durationofthe Course: 15days (30 hours)

Name of the Faculty: Science (Information Technology)
Medium of instructions :English

Eligibility/for admission Candidate should pass the higher secondary borador Equivalent
with English as one of the subject.

Intake Capacity 120 Students for the course




Certificate course in EITHCAL HACKING

course Theory & practical credits Total
Marks
U1 Introduction to Ethical Hacking,Foot printing and 01+01 20

Reconnaissance,Scanning
Networks,Enumeration, Vulnerability Analysis,System

Hacking

U2 . . .
Malware Threats,Sniffing,Social Engineering,Denial- 01+01 20
of-Service,Session Hijacking

us Evading IDS, Firewalls, and Honeypots, Hacking Web | 01401 20
Servers

U4
Hacking Web Applications,SQL Injection,Hacking 01+01 20
Wireless Networks

us
Hacking Mobile Platforms,IoT and OT Hacking 01+01 20

) 10 100

Pattern of Examination:

Evaluation:
Examination will beheld at The do the course.
Standard of passing: Minimum40%.

Pattern of Question paper: Theory Paper SO Marks

Q1. Attemptanyone10Marks
Q2. Attemptanyone10Marks
Q3 Attemptanyone10Marks
Q4 Attemptanyone10Marks
Q.5 Attemptanyone10Marks
PracticalExamination50Marks

Q.1Write A Short Programme onGivenTopic.40M
Oral Exam 10M




1. Infrastructure Available:
a) ICT enabled Classroom
b) Availability OF laboratory
2. Teaching Faculty:

Sr.No. | Name of the Faculty Qualification Experience

1 ASST.PROF. Mrs.PUSHPA BE (E&T) 4 years
I RAMNATH SABALE (head of IT S
Department)

2 ASSTPROF. Mrs. MITALI M. MSc (COMP) 2 years
CHOUDHARI




Jeevandeep Shaikshanik Sanstha's
ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI

MAHARASHTRA

Department of Information Technology

TALUKA - SHAHAPUR,DIST-THANE,STATE-

'S—R.NO STUDENT NAME ROLLNO | STD SIGNATURE
1 SHINDE RITIK SANJAY MEENA 213501
2 KOKANE GOKUL TANAJI VIMAL 213502 |
3 MAHAJAN SWAPNIL RAJESH SUNANDA 213503
4 SAWANT VIVEK NARENDRA NAMRATA 213504
5 JADHAV SOMNATH MADHUKAR 213505

CHANDRABHAGA

6 KANKOSHE SARTHAK KANTILAL SARITA 213506
7 IRNAK YASH SANTOSH ARUNA 213507
8 LAD SHUBHAM PANDURANG PRATIKSH 213508
9 PATIL BHAVESH UMESH VRUSHALI 213509
10 | VIRKAR RANI LAXMAN SANGITA 213510
11 NICHITE DHANASHR! SITARAM SUVARANA 213511

|12 [ JADHAV PRACHITEE YASHAWANT YASHPRIYA 213512
13 | DESALE ARATI SHIVAJI SUJATA 213513
14 PATIL ISHWAR BHALACHANDRA BHART] | 213514
15 | PATANKAR RITIKA SHASHIKANT SHRADDHA 213515
16 | BHOIR VRUSHALI VINAYAK SAVITA 213516 RBroiy
17 | NADEKAR YASH NAGU ASHA 213517 pondekar
18 | HAMBIR KETAN BHASKAR BHARTI 213518
19 | KOLEKAR YADNESH PANDURANG PRANITA 213519 WIALE kPR
20 | GANGURDE PRAVIN NIVRUTTI BEBE 213520 SO W e
21 UBALE HARSHADA SUNIL ROHINI 213521
22 | DONGARE SHUBHAM ARUN ANKITA 213522 _SDonals .
23 | HARANE DIPTI SANJAY SUVARNA 213523 Brasgme
24 | SHEWALE KUNAL TANAJI SUNITA 213524 Y s
25 | GAIKWAD SUMIT SOMNATH GEETA 213525 Lo 3 Mane! .
26 | VISHE YASH RAMCHANDRA ANJANA 213526 NPTk e
27 | SINGH SATYAM SUGRIV MUNNI 213527 S
28 | DONDE KARAN KIRAN MANISHA 213528 phoryde
29 | VIR SAGAR SHIVRAM ANITA 216501 09|
30 | LAD PRATIK PANDURANG PRATIKSHA 216502 22 Pl ol
31 | BHAGAT NISHANT VIJAY VAISHALI 216503 I LRk oqﬁ;u
32 | GAVHALE SUDHANSHU SHRIKRISHNA SUMAN 216504 2V ouad
33 | LIUIK KUHAN KAVINDKA RESHMA 216505 RILPoi 2
34 | SHINDE SIDDHARTH RAJU REKHA 216506 [
35 | MUNDHE PRIYANKA MOHAN BHIMABAI 216507 ..
36 RAO GANESH DNYANESHWAR SHILABAI 2165081255 N | 0.6




37 | CHAUDHARI SAGAR DAULAT SANDHYA [ 216509 _Go9ay |
38 | DANIEL MELVIN MANUEL 216510 XPLLA
39 | BORSA HARESH BALWANT PUSHPA 216511 PBaLA
40 | CHARTHAD SHUBHAM PURUSHOTTAM KALPANA | 216512 .0 C
41 | DHASADE ANIKET VISHAWAS SAVITA 216513 | Asz- Pras
42 | BINNAR SACHIN CHANDRAKANT SITA 216514 1
43 | SURYARAO PRANALI RAVINDRA SANGEETA 216515 Kappaly
44 | DUBHELE AMAR BHAGWAN BHAGYASHREE 216516 s
45 | GAIKARR PRASHANT BUDHAII VAISHALI 216517 D.Cry
| 46 | TURUKMANE SANDEEP BHANUDAS SHOBHA 216518 Aol 1D
47 | GHARE NITIN NATHU LAXMI 216519 cadiddn’
48 | DHURI RAM MARUTIRAO MADHAVI 216520 QatH
49 | BHOIR ROSHAN SUNIL VANITA 216521 Brsdoe
50 | BHANGRE LALITA BHARAT LATA 216522 Cauan. |
51 | SUDRIK NIKESH NANDKUMAR NAMRATA 216523 Adcivesde
52 | VISHE SATISH VITTHAL VANDANA 216524 NEVES
53 | SHENDGE SAGAR TUKARAM MATABAI 216525 Z. e
54 | MALHARI KRUSHNA ASHOK LALITA 216526 Misofes
55 | MORE NIKHIL CHANDRAKANT CHITRA 216527 AR
56 | SHINDE CHETAN DHONDU PUSHPA 216528 Bt D
57 | PATIL PRATHAMESH JITENDRA URMILA 216529 Pradhrnechp
58 | GIRIHITESH SHANTARAM MAYA 216530 Grheucti
59 | CHAUDHARI SHRUTI RAVINDRA ASHA 216531 _Cfigh e
60 | GOIKANE LALIT KALU MINA 216532 m
61 | PASALKAR ANKUSH TUKARAM ASHA 216533
62 | PANDHARE KAJAL SUNIL SUGANDHA 216535 v.o .0
63 | JADHAV UMESH RAGHUNATH SHOBHA 216536 e,
64 | SALVE PRASHANT PRAJAPATI KAVITA 216537 bt
65 | HANDORE HRITIK SUNIL SANGITA 216539 LR bk
66 | ZUGARE MAMATA SANYA SONI 219501 7 amcdn |
67 | BHOIR PRADIP KASHINATH INDUBAI 219502 Bl
68 | KEDARE SHIVAM SUNIL SUJATA 219503 . Srduan
69 | THAKARE PRATIK HARISHCHANDRA ANJANA 219504 D T
70 | HIVALE BHAVESH KHANDU KARUNA 219505 o
71 | PASHTE YASHRAJ KASHINATH VIAYA 219506 m
72 | KHATEGHARE DEVENDRA HARISH JAYASHRI 219507 g‘id ik
73 | WAYAL PANDHARINATH KALU ANJANA 219508 hage)
74 | BADAD ROHAN SHARAD JAYASHREE 219509 Yy
75 | BHANGARE KARAN ASHOK YOGITA 219510 %m},
76 | MOKASHI KOMAL VILAS VARSHA 219511 M o gh)
77 | PATILSNEHAL BHALACHANDRA BHARATI 219512 C\Poxcrxh
78 | PATILAMOL MADHUKAR MADHURI 219513 @OV
79 | SABALE SAMPAT DHONDU CHANDRABHAGA 219514 AALoL
80 | THAKARE RAKESH HIRAKANT APARNA 219515 T Tleako s
81 | CHAUDHARI RAHUL NAMDEV NANDA 219516 Atk
82 | TAKUR PRAJAKTA BAJIRAO KIRTI 219517 T 0
83 | GODE NARAYAN RAMDAS BARKHABAI N-pado,
84 | DHAPATE DILIP MALU MUKT! o 19 H heps
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85 | BHALERAO AKSHAY ARUN SUMAN 219520 AD- bhaige .
86 | JADHAV DEVIDAS PRAKASH HIRA 219521 q
87 | BHOIR HARSHAL SHANTARAM URMILA 219522 i%i—\am
88 | JAWALE JAYESH JANKU SUMAN 219523 ey
89 | SHINDE DHIRAJ SITARAM MOHAR 219524 Feshinel
90 | PATIL MAHESH DHANRA] PUSHPA 219525 i
91 | GORE LATIF FAROOQUE SALMA 219526 ltdose
92 | MURUMKAR SAFWAN MUJAHID SHABISTA 219527 : ALk
93 | PATIL ROHIT BALCHANDRA SMITA 219528 *ﬂi
94 | KUMAVAT PRAJAKTA SANJAY SUNITA 219529 Pe 8- Eamut.
95 | PANDIT PRATIKSHA RAHULJYOTI 219530 ( {c
96 | PATIL KUNDAN LAHU SHARADA 219531 ( Fbale?
97 | KONDAR VISHAL BHARAT MEENA 219532 (Drgdos
98 | RATHOD PRATIK VINOD NILIMA 219533 1 v Sl
99 PAWSHE RUTIK SURYAKANT MANISHA 219534 S T N
100 | GOLHE PRADNYA NARAYAN RANJANA 219535 e
101 | BHOIR DIPALI RAMESH KAMAL 219536 Shrhhele.
102 | CHAUDHARI SAURABH GANPAT MANISHA 219537 Al
103 | DONGARE ABHISHEK ASHOK MANDAKINI 219538 —tAeaa 2C.
104 | SHAIKH SHABAN ANSAR MUNNI 219539 ABD R |
105 | JADHAV SONALI YASHWANT GULAB 219540 (Sl ao
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Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR, DIST-THANE,STATE-MAHARASHTRA

Department of Information Technology.

Short term course- ETHICAL HACKING

(PROGRAMME SYLLABUS)

Introduction to Ethical Hacking
Introduction: (Day 1)

o What is Ethical Hacking

D o What are the different types of hackers
1 o Five phases of hacking

o Scope of Ethical Hacking

© Brush up Linux (Optional

© [ Brush up networking (Optional)

Footprinting and Reconnaissance
Information Gathering: (

o Passie Information Gathering

o Active Information Gathering

2 o Five phases of hacking

o Scope of Ethical Hacking

o Brush up Linux (Optional)

o Brush up networking (Optional)

Scanning Networks
o Use port scanning. network scanning tools,

o IDS tool, sniffing tool and generate reports.

4 Enumeration

5 Vulnerability Analysis

O




P

System Hacking
Introduction to Metasploit Framework

0 Exploit MS17-010 Vulnerability

0 Reerse TCP Connection

Privilege Escalation using post exploit by passuac and get system
0 Reverse connection in different network using port forwarding
0 Android hacking using reverse TCP connection

Show software based vulnerabilities (Badblue/iceblaster)
ntroduction to Active Directory

o Explain OU, DC, TREE, FOREST

o Explain LDAP

o Explain how AD works

o Explain smb share

o Explain SPN

Introduction to Kerberos

o0 Explain how Kerberos works (Authentication Server, Ticket Granting
Server, TGT etc)

0 Explain Kerberoasting attack

0 Mention

0 ASREPROASTING

0 Golden Ticket

Malware (Different types of Malware, Virus and Trojan)

0 AV bypass

Malware Threats

Sniffing
Sniffing using Wireshark

Man In the Middle Attack using the concept of ARP poisoning

Social Engineering

10

Denial-of-Service

11

Session Hijacking




12

Evading IDS, Firewalls, and Honeypots

13

Hacking Web Servers
Website Attacks(cont)

0 Explain XSS attacks
o Explain different types of XSS attacksPage 3

0 Prevention

14

O

0O

O

o

Hacking Web Applications
Website Attacks(cont)

Explain sql injection attacks

Explain different kinds of sql injection attacks
(J error based

(J boolean based

[J union based

J Mention: blind/time based

Prevention

Explain CSRF attacks and prevention
Explain cookie stealing, session hijacking
Show a login brute force example

Talk about how to p

Show data tampering attacks

Phishing Attack

o File upload vulnerability

15

SQL Injection

16

0 Explain the attack scenario and procedure el

0 Explain fake access point attacks

Hacking Wireless Networks
Wireless Attacks

0 Explain Wifi attacks (Deauth packets)
0 Explain Wifi 4 way handshake

17

et g PO
. . a\ 427 “ J &
Hacking Mobile Platforms \f’é\‘? 601 fy




18 [oT and OT Hacking

Cryptography

o Symmetric Encryption Algorithm

19 o Asymmetric Encryption Algorithm
o Hash Algorithm

o Steganography

e




Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI

TALUKA - SHAHAPUR,DIST-THANE,STATE-
MAHARASHTRA

Department of Information Technology
Short term course (Ethical hacking ) Theory Sheet

SR.NO STUDENT NAME ROLLNO | STD SIGNATURE
1 SHINDE RITIK SANJAY MEENA 213501 (Shinda
2 KOKANE GOKUL TANAJI VIMAL 213502 (s hi/
3 MAHAJAN SWAPNIL RAJESH SUNANDA 213503 ]
O 4 SAWANT VIVEK NARENDRA NAMRATA 213504 Us NS
5 JADHAV SOMNATH MADHUKAR 213505 wﬂ"
CHANDRABHAGA =
6 KANKOSHE SARTHAK KANTILAL SARITA 213506 Repyibele
7 IRNAK YASH SANTOSH ARUNA 213507 TS
) LAD SHUBHAM PANDURANG PRATIKSH 213508 o
9 PATIL BHAVESH UMESH VRUSHALI 213509 0!
10 | VIRKAR RANI LAXMAN SANGITA 213510 SN T
11 NICHITE DHANASHRI SITARAM SUVARANA 213511 m
12 | JADHAV PRACHITEE YASHAWANT YASHPRIYA 213512 s
13 | DESALE ARATI SHIVAJI SUJATA 213513 A5 0.
14 | PATIL ISHWAR BHALACHANDRA BHARTI 213514 1ap.
15 | PATANKAR RITIKA SHASHIKANT SHRADDHA 213515 _
16 | BHOIR VRUSHALI VINAYAK SAVITA 213516 \Bhoir
17 | NADEKAR YASH NAGU ASHA 213517 ekay
18 | HAMBIR KETAN BHASKAR BHARTI 213518 Zh JnorebY2 |
( 19 | KOLEKAR YADNESH PANDURANG PRANITA 213519 (}QLEE&
' 20 | GANGURDE PRAVIN NIVRUTTI BEBE 213520 -
21 UBALE HARSHADA SUNIL ROHINI 213521 [
22 | DONGARE SHUBHAM ARUN ANKITA 213522 2L role
23 | HARANE DIPTI SANJAY SUVARNA 213523 Dhrakche
24 | SHEWALE KUNAL TANAJI SUNITA 213524 K.T.3audle
25 | GAIKWAD SUMIT SOMNATH GEETA 213525 %! % %mj(m
26 | VISHE YASH RAMCHANDRA ANJANA 213526 Sht
27 | SINGH SATYAM SUGRIV MUNNI 213527 %
28 | DONDE KARAN KIRAN MANISHA 213528
29 | VIR SAGAR SHIVRAM ANITA 216501 M”
30 | LAD PRATIK PANDURANG PRATIKSHA 216502 = Al add.
31 BHAGAT NISHANT VIJAY VAISHALI 216503 (NBhag af
32 | GAVHALE SUDHANSHU SHRIKRISHNA SUMAN 216504 chaaflO
33 | BHOIR ROHAN RAVINDRA RESHMA
34 | SHINDE SIDDHARTH RAJU REKHA




35 | MUNDHE PRIYANKA MOHAN BHIMABA! 216507 Qe

36 | RAO GANESH DNYANESHWAR SHILABAI 216508 R.44.D

37 | CHAUDHARI SAGAR DAULAT SANDHYA 216509 Gorug ol

38 | DANIEL MELVIN MANUEL 216510 Ay in

39 | BORSA HARESH BALWANT PUSHPA 216511 HRoPH

40 | CHARTHAD SHUBHAM PURUSHOTTAM KALPANA | 216512 5P

41 | DHASADE ANIKET VISHAWAS SAVITA 216513 N/ Db Thed

42 | BINNAR SACHIN CHANDRAKANT SITA 216514 Lt ohin

43 | SURYARAO PRANALI RAVINDRA SANGEETA 216515 s i

44 | DUBHELE AMAR BHAGWAN BHAGYASHREE 216516 NORihle,

45 | GAIKARR PRASHANT BUDHAJI VAISHALI 216517 R.(r \s

46 | TURUKMANE SANDEEP BHANUDAS SHOBHA 216518 oo

47 | GHARE NITIN NATHU LAXMI 216519 PN

48 | DHURI RAM MARUTIRAO MADHAVI 216520 @hgttha

49 | BHOIR ROSHAN SUNIL VANITA 216521 R e oI

50 | BHANGRE LALITA BHARAT LATA 216522 Atow

51 | SUDRIK NIKESH NANDKUMAR NAMRATA 216523 slvesh

52 | VISHE SATISH VITTHAL VANDANA 216524 LS

53 | SHENDGE SAGAR TUKARAM MATABAI 216525 S - Seqor

54 | MALHARI KRUSHNA ASHOK LALITA 216526 .

55 | MORE NIKHIL CHANDRAKANT CHITRA 216527 S

56 | SHINDE CHETAN DHONDU PUSHPA 216528 Propoaeeidng.

57 | PATIL PRATHAMESH JITENDRA URMILA 216529 Y

58 | GIRI HITESH SHANTARAM MAYA 216530 O cuirest

59 | CHAUDHARI SHRUTI RAVINDRA ASHA 216531 ST

60 | GOIKANE LALIT KALU MINA 216532 Opaine —

61 | PASALKAR ANKUSH TUKARAM ASHA 216533 0 prveuch,

62 | PANDHARE KAJAL SUNIL SUGANDHA 216535 ves,.D

63 | JADHAV UMESH RAGHUNATH SHOBHA 216536 O

64 | SALVE PRASHANT PRAJAPATI KAVITA 216537 2reueC

65 | HANDORE HRITIK SUNIL SANGITA 216539 et

66 | ZUGARE MAMATA SANYA SON| 219501 2 _Nehn ek

67 | BHOIR PRADIP KASHINATH INDUBAI 219502 B0t Agp

68 | KEDARE SHIVAM SUNIL SUJATA 219503 V- Snlwann |

69 | THAKARE PRATIK HARISHCHANDRA ANJANA 219504 0.u.T

70 | HIVALE BHAVESH KHANDU KARUNA 219505 e N

71 | PASHTE YASHRAJ KASHINATH VUJAYA 219506 Oraodacn
| 72 | KHATEGHARE DEVENDRA HARISH JAYASHRI 219507 2

73 | WAYAL PANDHARINATH KALU ANJANA 219508 Cuoyal

74 | BADAD ROHAN SHARAD JAYASHREE 219509 Ro\eers

75 | BHANGARE KARAN ASHOK YOGITA 219510 Bl o

76 | MOKASHI KOMAL VILAS VARSHA 219511 P MoK

77 | PATIL SNEHAL BHALACHANDRA BHARAT! 219512 (G0

78 | PATILAMOL MADHUKAR MADHURI 219513 €0

79 | SABALE SAMPAT DHONDU CHANDRABHAGA 219514 <2 pPok

80 | THAKARE RAKESH HIRAKANT APARNA 219515 Ay ok

81 | CHAUDHARI RAHUL NAMDEV NANDA 219516 [ reardie

82 | TAKUR PRAJAKTA BAJIRAO KIRTI ' :




] A

83 | GODE NARAYAN RAMDAS BARKHABAI 219518 N.Q.apel .
84 | DHAPATE DILIP MALU MUKTI 219519 @0.d LAtk
85 | BHALERAO AKSHAY ARUN SUMAN 219520 N haleyels)
86 | JADHAV DEVIDAS PRAKASH HIRA 219521 s dhad
87 BHOIR HARSHAL SHANTARAM URMILA 219522 S han
88 | JAWALE JAYESH JANKU SUMAN 219523 .

89 | SHINDE DHIRAJ SITARAM MOHAR 219524 Q@

90 | PATIL MAHESH DHANRAJ PUSHPA 219525

91 | GORE LATIF FAROOQUE SALMA 219526 ¥=)

92 | MURUMKAR SAFWAN MUJAHID SHABISTA 219527

93 | PATIL ROHIT BALCHANDRA SMITA 219528

94 | KUMAVAT PRAJAKTA SANJAY SUNITA 219529

95 | PANDIT PRATIKSHA RAHULJYOTI 219530

96 | PATILKUNDAN LAHU SHARADA 219531

97 | KONDAR VISHAL BHARAT MEENA 219532

98 | RATHOD PRATIK VINOD NILIMA 219533

99 | PAWSHE RUTIK SURYAKANT MANISHA 219534 e,
100 | GOLHE PRADNYA NARAYAN RANJANA 219535 o\

101 | BHOIR DIPALI RAMESH KAMAL 219536 U Frophas
102 | CHAUDHARI SAURABH GANPAT MANISHA 219537 ACTICES
103 | DONGARE ABHISHEK ASHOK MANDAKINI 219538 s enq e
104 | SHAIKH SHABAN ANSAR MUNNI 219539 S arsSoR
105 | JADHAV SONALI YASHWANT GULAB 219540 (@<mdRow-




Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR,DIST-THANE,STATE-MAHARASHTRA

Department of Information Technology.
Board of studies-2021-2022

Date Q_O/ (o} '7_0‘2,7-—

Notice

All student of F.Y,S.Y, T.Y.BSc(IT), are here by information that
,Examination for the short term course”ETHICAL HACKING’will be held from
24 JAN 2022(MONDAY).The test will be of 50 marks objective type ,Absent
students will not be entertained . All students should remain present. Detailed

Pt Time table Display on Notice Board.

Principal
Jggvandeep Shaikshanik Sanstha Poi’s
Art’s, Cammerce & Science College ¥hardi

Khardi, Tal. Shahaput, Dist. Thane 421 601.



Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR,DIST-THANE,STATE-MAHARASHTRA

Department of Information Technology.
Short term course- ETHICAL HACKING
Board of studies-2021-2022

Date: Q—O’ o' '2'4'
(4

Ci# Programming (Short Term Course) TheoryExamination

Eebruary-2022 TimeTable

—
o Day/Date Time Seat No. TotalStudents
No.
12.00 to 2.00 213501-213528
24 JAN
|1 2022(MONDAY) 216501-216539 105
\V . 219501-219540
Instructions:

1. The candidate shouldbepresentatleast1 Smin.be for the
start of theory examination. Candidate coming late may

not be examined.
2. Candidate should bring their college id entity card.

3. Use of mobile phones and other electronic gazettes are
strictly prohibited in the examination hall.




Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR,DIST-THANE,STATE-MAHARASHTRA

Department of Information Technology.
Board of studies-2021-2022

Date 24 [0 l ’ 22

Notice

All student of F.Y,S.Y, T.Y BSc(IT), are here by information that
,Practical Exam for the short term course”ETHICAL HACKING”will be held from
27 JAN 2022(Thursday). The test will be of 40 marks Praticals,10 marks oral
,Absent students will not be entertained .All students should remain present.
Detailed Time table Display on Notice Board.
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Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR, DIST-THANE, STATE-MAHARASHTRA

Department of Information Technology.

Short term course- ETHICAL HACKING

Board of studies-2021-22
Date: 242 | o\ 'LQ"

ETHICAL HACKING (Short Term Course)Practical

p

Examination February-2022TimeTable

Sr. Day/Date Time Seat No. TotalStudents
No.
12.00 to 2.00 213501-213528 105
27 JAN 2022
1 pm 216501-216539
219501-219540
Instructions:

1. The candidate shouldbepresentatleast] Smin.be for the
start of theory examination. Candidate coming late may
not be examined.

2. Candidate should bring their college id entity card.

3. Use of mobile phones and other electronic gazettes are
strictly prohibited in the examination hall.
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Jeevandeep Shaikshanik Sanstha's Arts, Commerce and Science

College, Khardi .2022

Department information Technology
Short term Course - ETHICAL HACKING
Subject ETHICAL HACKING Marks= 50

Time= 1 hour

1. Scanning is performed in which phase of a pen test?
A. Pre-attack

B. Attack

C. Post-attack

D. Reconnaissance

Ans

2. What will an open port return from an ACK scan?
A.RST

B. SYN/ACK

C. FIN

D. Nothing

Ans

3. Your target system is behind a firewall. Using hping2, you craft SYN packets to send
with a hop count capable of reaching the host. You then send these packets out with
port numbers from 1 to 1024. What action are you performing?

A. Firewalling

B. Firewalking

C. Passive footprinting

D. XMAS scan

Ans

4.What is the preferred communications method used with systems on a bot-net?
A.IRC

B. E-mail
C. ICMP ‘
D. TFTP P
AT LE
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5.Which of the following best describes a distributed denial-of-service attack?
A. A DoS against an entire subnet, affecting multiple systems

B. A DoS against multiple systems across an enterprise network

C. A DoS against similar systems in different target networks

D. A DoS carried out by multiple systems

Ans

6.What does the program EliteWrap do?

A. Provides secure, encrypted tunneling between hosts
B. Provides proxy services to obfuscate source IPs

C. Ports code easily between different operating systems
D. Binds Trojans to legitimate files for exploitation later

Ans -
7. What is the attack called “evil twin”?
A. MAC spoofing

B. ARP poisoning

C. Rogue access point

D. Session hijacking

Ans

8.Which of the following is a passive wireless discovery tool?
A. NetStumbler

B. Aircrack

C. Kismet

D. Not sniff

Ans

9. What is TKIP and how does it make WPA-2 a better security choice for your wireless
network?

A. Temporal Key Integrity Protocol. It forces a key change every 10,000 packets or so.

B. Temporal Key Integrity Protocol. It forces a key change every time a bit is sent.

C. Temporary Key Integration Protocol. It forces a key change every 10,000 packets or so.
D. Temporary Key Integration Protocol. It forces a key change every time a bit is sent.

Ans




10. Which of the following is true regarding WEP cracking?

A. Initialization vectors are small, get reused frequently, and are sent in cleartext.
B. Initialization vectors are small, get reused frequently, but are encrypted during
transmission.

C. Initialization vectors are large, get reused frequently, and are sent in cleartext.
D. Initialization vectors are large, get reused frequently, but are encrypted during
transmission.

Ans

11. What is another term for turning off the SSID broadcast?
A. SSID stealth

B. SSID unicast

C. SSID cloaking

D. SSID Sec

Ans

12. What is the maximum length of an SSID?
A. Eight characters

B. Sixteen characters

C. Thirty-two characters

D. Sixty-four characters

Ans

13. Which wireless mode connects machines directly to one another, without the use of
an access point?

A. Point to point

B. Infrastructure

C. Ad hoc

D. BSS

E. ESS

Ans

14. Which wireless standard can operate at speeds of 100+ Mbps and uses the 2.4GHz to
the SGHz range?
A.802.11a

B. 802.11b

C. 802.11g

D. 802.11n

Ans




15. What is Ethical Hacking?

A. Hacking to steal sensitive information
B. Hacking to identify vulnerabilities in a system
C. Hacking to disrupt a system’s functionality

D. Hacking to cause damage to a system

Ans

16.. What is the main goal of ethical hacking?

A. To cause damage to a system
B. To gain unauthorized access to a system
C. To identify and fix security vulnerabilities

D. To steal sensitive information

Ans

17. What is the difference between ethical hacking and malicious hacking?

A. Ethical hacking is legal and sanctioned, while malicious hacking is illegal and

unsanctioned.

B. Ethical hacking only involves finding vulnerabilities, while malicious hacking involves
exploiting them.

C. Ethical hacking is done with the permission of the system owner, while malicious hacking
is done without permission.

D. There is no difference between ethical hacking and malicious hacking.

Ans

T,




18. What is a sandbox?

A. A virtual environment used to isolate and execute untrusted software
B. A physical device used to block network traffic
C. A device used to analyze network traffic

D. A tool used to analyze system logs

Ans

19. What is a phishing attack?

A. An attack that exploits a software vulnerability
B. An attack that floods a network with traffic
C. An attack that steals sensitive information by tricking users into providing it

D. An attack that intercepts communication between two parties

Ans

20. What is vulnerability scanning?

A. The process of identifying security vulnerabilities in a system or network
B. The process of encrypting sensitive information
C. The process of hiding malicious activity on a system

D. The process of monitoring network traffic

Ans

21. What is network mapping?

A. The process of identifying the devices and topology of a network
B. The process of encrypting network traffic

C. The process of hiding malicious activity on a network

D. The process of monitoring network traffic

Ans




22. What is a buffer overflow?

A. A type of malware that spreads through email attachments
B. A type of attack that exploits a software vulnerability
C. A type of attack that floods a network with traffic

D. A tool used to remove malware from a system

Ans

23. What is a virtual private network (VPN)?

A. A device used to encrypt network traffic
B. A device used to monitor network traffic
C. A device used to block network traffic

D. A device used to analyze system logs

Ans

24. What is an exploit?

A. A type of malware that spreads through email attachments
B. A type of attack that takes advantage of a software vulnerability
C. A tool used to scan a network for vulnerabilities

D. A type of attack that floods a network with traffic

Ans

25. What is a brute-force attack?

A. An attack that intercepts communication between two parties
B. An attack that floods a network with traffic to make it unavailable

C. An attack that attempts every possible combination of characters to guess a password

D. A type of malware that disguises itself as legitimate soﬁ\x@;g'j,_’l'._:i.?ﬁ;?;f N\
3 ~\
Nhardi, \& Y\
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Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI

TALUKA - SHAHAPUR,DIST-THANE,STATE-
MAHARASHTRA

Department of Information Technology
Short term course (Ethical hacking ) Practical sheet

|

SR.NO STUDENT NAME ROLLNO | STD SIGNATURE
1 SHINDE RITIK SANJAY MEENA 213501 £.5.5h (adk-
2 KOKANE GOKUL TANAJ!I VIMAL 213502 G o
3 MAHAJAN SWAPNIL RAJESH SUNANDA 213503 §
4 SAWANT VIVEK NARENDRA NAMRATA 213504
5 JADHAV SOMNATH MADHUKAR 213505

CHANDRABHAGA

6 KANKOSHE SARTHAK KANTILAL SARITA 213506
7 IRNAK YASH SANTOSH ARUNA 213507
8 LAD SHUBHAM PANDURANG PRATIKSH 213508
9 PATIL BHAVESH UMESH VRUSHALI 213509
10 | VIRKAR RANI LAXMAN SANGITA 213510
11 | NICHITE DHANASHR! SITARAM SUVARANA 213511
12 | JADHAV PRACHITEE YASHAWANT YASHPRIYA 213512
13 | DESALE ARATI SHIVAJI SUIATA 213513
14 | PATILISHWAR BHALACHANDRA BHARTI 213514
15 | PATANKAR RITIKA SHASHIKANT SHRADDHA 213515
16 | BHOIR VRUSHALI VINAYAK SAVITA 213516
17 | NADEKAR YASH NAGU ASHA 213517
18 | HAMBIR KETAN BHASKAR BHARTI 213518
19 | KOLEKAR YADNESH PANDURANG PRANITA 213519
20 | GANGURDE PRAVIN NIVRUTT! BEBE 213520
21 | UBALE HARSHADA SUNIL ROHINI 213521
22 | DONGARE SHUBHAM ARUN ANKITA 213522
23 | HARANE DIPTI SANJAY SUVARNA 213523
24 | SHEWALE KUNAL TANAJI SUNITA 213524
25 | GAIKWAD SUMIT SOMNATH GEETA 213525
26 | VISHE YASH RAMCHANDRA ANJANA 213526
27 | SINGH SATYAM SUGRIV MUNNI 213527
28 | DONDE KARAN KIRAN MANISHA 213528
29 | VIR SAGAR SHIVRAM ANITA 216501
30 | LAD PRATIK PANDURANG PRATIKSHA 216502
31 | BHAGAT NISHANT VIJAY VAISHALI 216503
32 | GAVHALE SUDHANSHU SHRIKRISHNA SUMAN 216504
33 | BHOIR ROHAN RAVINDRA RESHMA 216505
34 SHINDE SIDDHARTH RAJU REKHA 216506 |1/, ©




TAKUR PRAJAKTA BAJIRAO KIRTI s

35 | MUNDHE PRIYANKA MOHAN BHIMABAI 216507 ] w‘l&m
36 | RAO GANESH DNYANESHWAR SHILABAI 216508 y =
37 | CHAUDHARI SAGAR DAULAT SANDHYA 216509 125 -
38 | DANIEL MELVIN MANUEL 216510 _pariel
39 | BORSA HARESH BALWANT PUSHPA 216511 j

40 | CHARTHAD SHUBHAM PURUSHOTTAM KALPANA | 216512

41 | DHASADE ANIKET VISHAWAS SAVITA | 216513 '
42 | BINNAR SACHIN CHANDRAKANT SITA 216514

43 | SURYARAO PRANALI RAVINDRA SANGEETA 216515

44 | DUBHELE AMAR BHAGWAN BHAGYASHREE 216516

45 | GAIKARR PRASHANT BUDHAJI VAISHALI 216517

46 | TURUKMANE SANDEEP BHANUDAS SHOBHA 216518

47 | GHARE NITIN NATHU LAXMI 216519

48 | DHURI RAM MARUTIRAO MADHAVI 216520

49 | BHOIR ROSHAN SUNIL VANITA 216521

50 | BHANGRE LALITA BHARAT LATA 216522

51 | SUDRIK NIKESH NANDKUMAR NAMRATA 216523

52 | VISHE SATISH VITTHAL VANDANA 216524

53 | SHENDGE SAGAR TUKARAM MATABAI 216525

54 | MALHARI KRUSHNA ASHOK LALITA 216526

55 | MORE NIKHIL CHANDRAKANT CHITRA 216527

56 | SHINDE CHETAN DHONDU PUSHPA 216528

57 | PATIL PRATHAMESH JITENDRA URMILA 216529

58 | GIRI HITESH SHANTARAM MAYA 216530

59 | CHAUDHARI SHRUTI RAVINDRA ASHA 216531

60 | GOIKANE LALIT KALU MINA 216532

61 | PASALKAR ANKUSH TUKARAM ASHA 216533

62 | PANDHARE KAJAL SUNIL SUGANDHA 216535

63 | JADHAV UMESH RAGHUNATH SHOBHA 216536

64 | SALVE PRASHANT PRAJAPATI KAVITA 216537

65 | HANDORE HRITIK SUNIL SANGITA 216539

66 | ZUGARE MAMATA SANYA SONI 219501

67 | BHOIR PRADIP KASHINATH INDUBAI 219502

68 | KEDARE SHIVAM SUNIL SUJATA 219503

69 | THAKARE PRATIK HARISHCHANDRA ANJANA 219504

70 | HIVALE BHAVESH KHANDU KARUNA 219505

71 | PASHTE YASHRAJ KASHINATH VUAYA 219506

72 | KHATEGHARE DEVENDRA HARISH JAYASHRI 219507

73 | WAYAL PANDHARINATH KALU ANJANA 219508

74 | BADAD ROHAN SHARAD JAYASHREE 219509

75 | BHANGARE KARAN ASHOK YOGITA 219510

76 | MOKASHI KOMAL VILAS VARSHA 219511

77 | PATIL SNEHAL BHALACHANDRA BHARATI 219512

78 | PATILAMOL MADHUKAR MADHURI 219513

79 | SABALE SAMPAT DHONDU CHANDRABHAGA 219514

80 | THAKARE RAKESH HIRAKANT APARNA 219515

81 | CHAUDHARI RAHUL NAMDEV NANDA 219516

82

| 219517




83 GODE NARAYAN RAMDAS BARKHABAI 219518
84 DHAPATE DILIP MALU MUKTI 219519
85 BHALERAO AKSHAY ARUN SUMAN 219520
86 JADHAV DEVIDAS PRAKASH HIRA 219521
87 BHOIR HARSHAL SHANTARAM URMILA 219522
88 JAWALE JAYESH JANKU SUMAN 219523
89 SHINDE DHIRAJ SITARAM MOHAR 219524
90 PATIL MAHESH DHANRAJ PUSHPA 219525
91 GORE LATIF FAROOQUE SALMA 219526
92 MURUMKAR SAFWAN MUJAHID SHABISTA 219527
93 PATIL ROHIT BALCHANDRA SMITA 219528
94 KUMAVAT PRAJAKTA SANJAY SUNITA 219529
95 PANDIT PRATIKSHA RAHULJYOTI 219530
96 PATIL KUNDAN LAHU SHARADA 219531
97 KONDAR VISHAL BHARAT MEENA 219532
98 RATHOD PRATIK VINOD NILIMA 219533
99 PAWSHE RUTIK SURYAKANT MANISHA 219534
100 GOLHE PRADNYA NARAYAN RANJANA 219535
101 BHOIR DIPALI RAMESH KAMAL 219536
102 CHAUDHARI SAURABH GANPAT MANISHA 219537
103 DONGARE ABHISHEK ASHOK MANDAKINI 219538
104 SHAIKH SHABAN ANSAR MUNNI 219539
105 JADHAV SONALI YASHWANT GULAB 219540

-
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Art’s, Commerce & Scicnce College ¥hardi
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JeevandeepShaikshanikSanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI
TALUKA - SHAHAPUR,DIST-THANE,STATE-MAHARASHTRA

Department of Information Technology.

Short term course Ethical Hacking

Practical’s List for Ethical Hacking .

P 1.Study the use of network reconnaissance tools like WHOIS, dig, traceroute, nslookup to gather
information about networks and domain registers

2. Study of packet sniffer tools like wireshark, ethereal, tcpdumpetc

3Use CryptTool to encrypt and decrypt passwords using RC4 algorithm.

4.Use Cain and Abel for cracking Windows account password using Dictionary attack and to decode |
wireless network passwords ‘

5.UsingTraceRoute, ping, ifconfig, netstat Command ’
6.Perform ARP Poisoning in Windows ‘
7.UsingNmap scanner to perform port scanning of various forms — ACK, SYN, FIN, NULL, XMAS.
8.UseWireShark sniffer to capture network traffic and analyze.

9.Simulatepersistant Cross Site Scripting attack.

10.Session impersonation using Firefox and Tamper Data add-on

11.Perform SQL injection attack {;:; Kbt ] (:3

| | [ @f T2l Shahapyr |
12.Create a simple keylogger using python Vi Than?) j
\ L 2’

. . . b 6‘) ’/
13.UsingMetasploit to exploit @} /




ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI

Jeevandeep ShaikshanikSanstha's

TALUKA - SHAHAPUR,DIST-THANE,STATE-MAHARASHTRA

Department of Information Technology.

Short term course- ETHICAL HACKING

Board of studies-2021-2022

SR.NO STUDENT NAME ROLL Practical | oral
NAME

1 SHINDE RITIK SANJAY MEENA 213501 19 4
2 KOKANE GOKUL TANAJI VIMAL 213502 22 6
3 MAHAJAN SWAPNIL RAJESH SUNANDA 213503 34 5
4 SAWANT VIVEK NARENDRA NAMRATA 213504 23 8
5 JADHAV SOMNATH MADHUKAR CHANDRABHAGA 213505 27 6
6 KANKOSHE SARTHAK KANTILAL SARITA 213506 21 4
7 IRNAK YASH SANTOSH ARUNA 213507 30 6
8 LAD SHUBHAM PANDURANG PRATIKSH 213508 23 7
9 PATIL BHAVESH UMESH VRUSHALI 213509 29 8
10 VIRKAR RANI LAXMAN SANGITA 213510 25 4
11 NICHITE DHANASHRI SITARAM SUVARANA 213511 26 4
12 JADHAV PRACHITEE YASHAWANT YASHPRIYA 213512 18 6
13 DESALE ARATI SHIVAJI SUSATA 213513 32 4
14 PATIL ISHWAR BHALACHANDRA BHARTI 213514 29 6
15 PATANKAR RITIKA SHASHIKANT SHRADDHA 213515 35 5
16 BHOIR VRUSHAL! VINAYAK SAVITA 213516 8
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17 | NADEKAR YASH NAGU ASHA 213517 26
18 | HAMBIR KETAN BHASKAR BHARTI 213518 31
19 | KOLEKAR YADNESH PANDURANG PRANITA 213519 25
20 | GANGURDE PRAVIN NIVRUTTI BEBE 213520 26
21 | UBALE HARSHADA SUNIL ROHINI 213521 34
22 | DONGARE SHUBHAM ARUN ANKITA 213522 23
23 | HARANE DIPTI SANJAY SUVARNA 213523 27
24 | SHEWALE KUNAL TANAJI SUNITA 213524 21
25 | GAIKWAD SUMIT SOMNATH GEETA 213525 30
26 | VISHE YASH RAMCHANDRA ANJANA 213526 23
27 | SINGH SATYAM SUGRIV MUNNI 213527 29
28 | DONDE KARAN KIRAN MANISHA 213528 25
29 VIR SAGAR SHIVRAM ANITA 216501 26
30 LAD PRATIK PANDURANG PRATIKSHA 216502 18
31 BHAGAT NISHANT VIJAY VAISHALI 216503 32
32 GAVHALE SUDHANSHU SHRIKRISHNA SUMAN 216504 29
33 BHOIR ROHAN RAVINDRA RESHMA 216505 24
34 SHINDE SIDDHARTH RAJU REKHA 216506 35
35 MUNDHE PRIYANKA MOHAN BHIMABAI 216507 27
36 RAO GANESH DNYANESHWAR SHILABAI 216508 26
37 CHAUDHARI SAGAR DAULAT SANDHYA 216509 25
38 DANIEL MELVIN MANUEL 216510 30
39 BORSA HARESH BALWANT PUSHPA 216511 23
40 CHARTHAD SHUBHAM PURUSHOTTAM KALPANA | 216512 27
41 DHASADE ANIKET VISHAWAS SAVITA 216513 21
42 BINNAR SACHIN CHANDRAKANT SITA 216514 30
7 ;n‘='~h§\
D s,
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43 SURYARAO PRANALI RAVINDRA SANGEETA 216515 23
44 DUBHELE AMAR BHAGWAN BHAGYASHREE 216516 29
45 GAIKARR PRASHANT BUDHAJI VAISHALI 216517 25
46 TURUKMANE SANDEEP BHANUDAS SHOBHA 216518 26
47 GHARE NITIN NATHU LAXMI 216519 18
48 DHURI RAM MARUTIRAO MADHAVI 216520 21
49 BHOIR ROSHAN SUNIL VANITA 216521 25
50 BHANGRE LALITA BHARAT LATA 216522 34
51 SUDRIK NIKESH NANDKUMAR NAMRATA 216523 23
52 VISHE SATISH VITTHAL VANDANA 216524 27
53 SHENDGE SAGAR TUKARAM MATABAI 216525 21
54 MALHARI KRUSHNA ASHOK LALITA 216526 30
55 MORE NIKHIL CHANDRAKANT CHITRA 216527 23
56 SHINDE CHETAN DHONDU PUSHPA 216528 29
57 PATIL PRATHAMESH JITENDRA URMILA 216529 25
58 GIRI HITESH SHANTARAM MAYA 216530 26
59 CHAUDHARI SHRUTI RAVINDRA ASHA 216531 18
60 GOIKANE LALIT KALU MINA 216532 32
61 PASALKAR ANKUSH TUKARAM ASHA 216533 29
62 PANDHARE KAJAL SUNIL SUGANDHA 216535 35
63 JADHAV UMESH RAGHUNATH SHOBHA 216536 28
64 SALVE PRASHANT PRAJAPATI KAVITA 216537 34
65 HANDORE HRITIK SUNIL SANGITA 216539 23
66 ZUGARE MAMATA SANYA SONI 219501 27
67 BHOIR PRADIP KASHINATH INDUBAI 219502 21
68 KEDARE SHIVAM SUNIL SUJATA
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69 THAKARE PRATIK HARISHCHANDRA ANJANA 219504 23
70 HIVALE BHAVESH KHANDU KARUNA 219505 29
71 PASHTE YASHRAJ KASHINATH VIJAYA 219506 i

72 KHATEGHARE DEVENDRA HARISH JAYASHRI | 219507 26

73 WAYAL PANDHARINATH KALU ANJANA 219508 18

74 BADAD ROHAN SHARAD JAYASHREE 219509 32

75 BHANGARE KARAN ASHOK YOGITA 219510 29
76 MOKASHI KOMAL VILAS VARSHA 219511 35
77 PATIL SNEHAL BHALACHANDRA BHARATI 219512 28
78 PATIL AMOL MADHUKAR MADHURI 219513 34
79 SABALE SAMPAT DHONDU CHANDRABHAGA 219514 23
80 THAKARE RAKESH HIRAKANT APARNA 219515 27
81 CHAUDHARI RAHUL NAMDEV NANDA 219516 | 21
82 TAKUR PRAJAKTA BAJIRAO KIRTI 219517 30
83 GODE NARAYAN RAMDAS BARKHABAI 219518 23
84 DHAPATE DILIP MALU MUKTI 219519 29
85 BHALERAO AKSHAY ARUN SUMAN 219520 25
86 JADHAV DEVIDAS PRAKASH HIRA 219521 26
87 BHOIR HARSHAL SHANTARAM URMILA 219522 18
88 JAWALE JAYESH JANKU SUMAN 219523 32
89 SHINDE DHIRAJ SITARAM MOHAR 219524 29
90 PATIL MAHESH DHANRAJ PUSHPA 219525 35
o1 GORE LATIF FAROOQUE SALMA 219526 28
92 MURUMKAR SAFWAN MUJAHID SHABISTA 219527 34
93 PATIL ROHIT BALCHANDRA SMITA 219528 X
94 KUMAVAT PRAJAKTA SANJAY SUNITA




@

95 PANDIT PRATIKSHA RAHULJYOTI 219530 21 8
96 PATIL KUNDAN LAHU SHARADA 219531 30 4
97 KONDAR VISHAL BHARAT MEENA 219532 23 6
98 | RATHOD PRATIK VINOD NILIMA - 219533 29 9
99 PAWSHE RUTIK SURYAKANT MANISHA 219534 25 4
100 GOLHE PRADNYA NARAYAN RANJANA 219535 26 5
101 BHOIR DIPALI RAMESH KAMAL 219536 18 6
102 CHAUDHARI SAURABH GANPAT MANISHA 219537 32 8
103 DONGARE ABHISHEK ASHOK MANDAKINI 219538 29 5
104 SHAIKH SHABAN ANSAR MUNNI 219539 35 6
105 JADHAV SONALI YASHWANT GULAB 219540 20 9
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Jeevandeep Shaikshanik Sanstha's

ART’S, COMMERCE& SCIENCE COLLEGE, KHARDI

Department of Information Technology.

Short term course- ETHICAL HACKING

TALUKA - SHAHAPUR,DIST-THANE,STATE-MAHARASHTRA

Board of studies-2021-2022

["\ SRNO | STUDENT NAME ROLL NAME | Theory Practical | totals
1 SHINDE RITIK SANJAY MEENA 213501 22
23 45
2 KOKANE GOKUL TANAIJI VIMAL 213502 24 28 52
3 MAHAJAN SWAPNIL RAJESH SUNANDA 213503 24 39 63
4 SAWANT VIVEK NARENDRA NAMRATA 213504 32 31 63
5 JADHAV SOMNATH MADHUKAR 213505 24
CHANDRABHAGA 33 57
6 KANKOSHE SARTHAK KANTILAL SARITA 213506 42 25 67
O |7 IRNAK YASH SANTOSH ARUNA 213507 31 36 67
8 LAD SHUBHAM PANDURANG PRATIKSH 213508 25 30 55
9 PATIL BHAVESH UMESH VRUSHALI 213509 26 37 63
10 VIRKAR RANI LAXMAN SANGITA 213510 28 29 57
11 NICHITE DHANASHRI SITARAM SUVARANA 213511 27 30 57
12 JADHAV PRACHITEE YASHAWANT YASHPRIYA | 213512 35 24 59
13 DESALE ARATI SHIVAJI SUJATA 213513 20 |36 56
14 PATIL ISHWAR BHALACHANDRA BHARTI 213514 40 35 75
15 PATANKAR RITIKA SHASHIKANT SHRADDHA 213515 35 40 75
16 BHOIR VRUSHALI VINAYAK SAVITA 213516 |26 |36 62
: B




17 NADEKAR YASH NAGU ASHA 213517 28 32 60
18 HAMBIR KETAN BHASKAR BHARTI -~ |213518 |41 35 76
19 KOLEKAR YADNESH PANDURANG PRANITA 213519 27 31 58
20 GANGURDE PRAVIN NIVRUTT! BEBE 213520 40 33 73
21 UBALE HARSHADA SUNIL ROHINI 213521 24 42 66
22 DONGARE SHUBHAM ARUN ANKITA 213522 32 27 59
23 HARANE DIPTI SANJAY SUVARNA 213523 24 33 57
24 SHEWALE KUNAL TANAJI SUNITA 213524 42 26 68
.?5 GAIKWAD SUMIT SOMNATH GEETA 213525 31 38 69
2 VISHE YASH RAMCHANDRA ANJANA 213526 25 29 54
27 SINGH SATYAM SUGRIV MUNNI 213527 26 33 59
28 DONDE KARAN KIRAN MANISHA 213528 28 31 59
29 VIR SAGAR SHIVRAM ANITA 216501 27 33 60
30 LAD PRATIK PANDURANG PRATIKSHA 216502 35 26 61
31 BHAGAT NISHANT VIJAY VAISHALI 216503 20
37 57
32 GAVHALE SUDHANSHU SHRIKRISHNA SUMAN | 216504 40 33 73
33 BHOIR ROHAN RAVINDRA RESHMA 216505 35 30 65
34 SHINDE SIDDHARTH RAJU REKHA 216506 24 40 64
D EE MUNDHE PRIYANKA MOHAN BHIMABAI 216507 32 35 67
36 RAO GANESH DNYANESHWAR SHILABAI 216508 24 32 56
37 CHAUDHARI SAGAR DAULAT SANDHYA 216509 42 29 71
38 DANIEL MELVIN MANUEL 216510 31 36 67
39 BORSA HARESH BALWANT PUSHPA 216511 25 30 55
40 CHARTHAD SHUBHAM PURUSHOTTAM 26
KALPANA 216512 35 61
41 DHASADE ANIKET VISHAWAS SAVITA 216513 28 26 54
42 BINNAR SACHIN CHANDRAKANT SITA 34 61

Khardi,

Tal Shahapur, ]
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43 SURYARAO PRANALI RAVINDRA SANGEETA 216515 35 29 64
44 DUBHELE AMAR BHAGWAN BHAGYASHREE 216516 20 34 54
45 GAIKARR PRASHANT BUDHAJI VAISHALI 216517 40 133 73
46 TURUKMANE SANDEEP BHANUDAS SHOBHA 216518 35 32 67
e GHARE NITIN NATHU LAXMI 216519 26 25 51
48 DHURI RAM MARUTIRAC MADHAV! 216520 24 27 51
49 BHOIR ROSHAN SUNIL VANITA 216521 32 32 64
50 BHANGRE LALITA BHARAT LATA 216522 24 42 66
51 SUDRIK NIKESH NANDKUMAR NAMRATA 216523 32 29 61
52 VISHE SATISH VITTHAL VANDANA 216524 24 31 55
53 SHENDGE SAGAR TUKARAM MATABAI 216525 42 27 69
54 MALHAR! KRUSHNA ASHOK LALITA 216526 31 35 66
55 MORE NIKHIL CHANDRAKANT CHITRA 216527 25 29 54
56 SHINDE CHETAN DHONDU PUSHPA 216528 26 35 61
57 PATIL PRATHAMESH JITENDRA URMILA 216529 28 29 57
58 GIRI HITESH SHANTARAM MAYA 216530 27 32 59
59 CHAUDHARI SHRUTI RAVINDRA ASHA 216531 35 25 60
60 GOIKANE LALIT KALU MINA 216532 20 40 60
61 PASALKAR ANKUSH TUKARAM ASHA 216533 40 37 77
62 PANDHARE KAJAL SUNIL SUGANDHA 216535 35 39 74
63 JADHAV UMESH RAGHUNATH SHOBHA 216536 26 34 60
64 SALVE PRASHANT PRAJAPATI KAVITA 216537 24 39 63
65 HANDORE HRITIK SUNIL SANGITA 216539 24 31 55
66 ZUGARE MAMATA SANYA SONI 219501 32 33 65
67 BHOIR PRADIP KASHINATH INDUBAI 219502 24 25 49
68 KEDARE SHIVAM SUNIL SUJATA 36 78




69 THAKARE PRATIK HARISHCHANDRA ANJANA 219504 31 30 61

70 HIVALE BHAVESH KHANDU KARUNA 219505 25 37 62

71 PASHTE YASHRAJ KASHINATH VIJAYA 219506 26 30 56

72 KHATEGHARE DEVENDRA HARISH JAYASHRI 219507 28 30 58

73 WAYAL PANDHARINATH KALU ANJANA 219508 27 24 51

74 BADAD ROHAN SHARAD JAYASHREE 219509 35 37 72

75 BHANGARE KARAN ASHOK YOGITA 219510 20 |37 57

76 MOKASHI KOMAL VILAS VARSHA 219511 40 41 81

77 PATIL SNEHAL BHALACHANDRA BHARAT! 219512 35 32 67
bn PATIL AMOL MADHUKAR MADHURI 219513 26 40 66
79 SABALE SAMPAT DHONDU CHANDRABHAGA 219514 24 30 54

80 THAKARE RAKESH HIRAKANT APARNA 219515 32 30 62

81 CHAUDHARI RAHUL NAMDEV NANDA 219516 24 28 52

82 TAKUR PRAJAKTA BAJIRAO KIRTI 219517 42 34 76

83 GODE NARAYAN RAMDAS BARKHABAI 219518 31 29 60

84 DHAPATE DILIP MALU MUKT! 219519 25 34 59

& |85 BHALERAO AKSHAY ARUN SUMAN 219520 26 33 59
|86 JADHAV DEVIDAS PRAKASH HIRA 219521 28 32 60
87 BHOIR HARSHAL SHANTARAM URMILA 219522 27 22 49

88 JAWALE JAYESH JANKU SUMAN 219523 35 38 73

89 SHINDE DHIRAJ SITARAM MOHAR 219524 20 36 56
90 PATIL MAHESH DHANRAJ PUSHPA 219525 40 43 83
91 GORE LATIF FAROOQUE SALMA 219526 24 32 56

92 MURUMKAR SAFWAN MUJAHID SHABISTA 219527 32 39 71

93 PATIL ROHIT BALCHANDRA SMITA 219528 24 30 54

94 KUMAVAT PRAJAKTA SANJAY SUNITA 219529 42 33 75




95 PANDIT PRATIKSHA RAHULJYOTI 219530 31 29 60
96 PATIL KUNDAN LAHU SHARADA 219531 25 34 59
97 KONDAR VISHAL BHARAT MEENA 219532 26 29 55
98 RATHOD PRATIK VINOD NILIMA 219533 41 38 79
29 PAWSHE RUTIK SURYAKANT MANISHA 219534 20 29 49
100 GOLHE PRADNYA NARAYAN RANJANA 219535 19 31 50
101 BHOIR DIPALI RAMESH KAMAL 219536 35 24 59
102 CHAUDHARI SAURABH GANPAT MANISHA 219537 27 40 67
103 DONGARE ABHISHEK ASHOK MANDAKINI 219538 40 34 74
104 SHAIKH SHABAN ANSAR MUNNI 219539 24 41 65
105 JADHAV SONALI YASHWANT GULAB 219540 32 29 61

Anclony S v,
M Saikshanik Sanstha Poi’
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Jeevandeep ShaikshanikSanstha's
ART’S, COMMERCE& SCIENCE COLLEGE,KHARDI
TALUKA - SHAHAPUR,DIST-THANE, STATE-MAHARASHTRA

Short term course- ETHICAL HACKING

DEPARTMENT OF INFORMATION TECHNOLOGY

Report
pate: 2 4] | 202|

The Department of Information technology JSSP College, Khardi
conducted a short term course entitled “ETHICAL HACKING”.total 105
students of B.Sc(IT).were admitted in the course. The duration of course was
15 days (03.01.2022 t020.01.2022).The course was conducted satisfactorily by the
Dept.of Information Technology JSSP College ,Khardi, Dist :Thane.
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